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Abstract

Drawing upon Griffin and Neal’s (2000) safety climate and performance model, this study
developed an information security climate model. The research model is composed of three
research variables that include information security climate, information security compliance
attitude, and opportunistic security behavior. And their relationships are hypothesized
accordingly. Because many studies hint us that organizational climate is a multidimensional
factor composed of various organizational characteristics (Griffin and Neal 2000; James and
James 1989), this study proposes a multidimensional information security climate model and
investigate the relationship between the organizational security climate and individual’s
opportunistic security behavior. Thus, the information security climate construct was operated as
a second-order construct that consists of four first-order constructs: top management attention,
security reinforcement, security awareness training, and effectiveness of security policy.

Data for the study were collected through a survey of South Korean IT users. With 581 responses,
results of the study strongly support the fundamental proposition that the organizational security
climate has significant positive influence on the individual’s opportunistic security behavior.
However, the study also reveals that the organizational climate may not directly associate with the
reduction of opportunistic security behavior. Rather the organizational security climate nurtures
the favorable attitude of the employee towards the compliance of information security, which in
turn discourages opportunistic security behavior. Overall, the findings support our view that
various organizational efforts towards information security collectively create the fertile
environment where an organizational member is transformed from a security threat to a security
asset.

Keywords: Information Security Climate, Opportunistic Security Behavior, Safety Climate
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Introduction

Recently, many companies’ interest in information security is globally higher than any other time. Recent security
accidents are more and more frequently taking places and those accidents show that the damage is fatal. In cases of
South Korea, representative financial companies such as NongHyub, Hyundai Capital, and Samsung Card Co., have
suffered security accidents during 2011 and their loss were reported to amount to 100 billion won. According to
Computer Crime and Security Survey, security accidents, great and small, were reported to take places in 46% of
American companies participated in the survey (Johnston and Warkentin 2010). The loss was reported to grow twice
from 2006 to 2007 (i.e., $168,000 to $350,424) (Richardson 2007). As interests in information security increase like
this, attentions are being highly paid to how security accidents can be decreased. By and large, security accidents are
classified into four dimensions: whether those are derived from human error or non-human error; whether those
problems are internal or external. Existing research on security accidents pays attention to the human error occurring
internally.

Various investigations show that the number of internal security accidents occurred by insiders of organizations is
much greater than that of hacking by outsiders. Cardinali (1995) reports that 80% of database security accidents are
taken places by insiders and Ernest and Young (2003, 2008) also suggest that 50~75% of accidents are caused by
people within an organization. Like this, as insiders’ accidents represent an increasing share of total accidents,
scholars have studied how security accidents caused by individuals within organizations can be decreased. In
particular, they have continually investigated compliance (or not) with security policy as a way to reduce security
accidents in that the kernel of the problems is whether individuals observe security policy or not (e.g., D’Arcy et al.
2010; Herath and Rao 2009a, 2009b). Existing research on security accidents mainly centers on human factors.
Although existing research has contributions to identifying various aspects so that individuals may comply to
company’s security policies, it also reveals its limitation in that it lacks in considering how contextual factors affect
individual’s compliance with security policy.

According to social information view emphasizes the importance of understanding organizational environment such
as organizational climate, suggesting that contextual factors may affect individual behaviors more than personal
predisposition factors (Chan et al. 2005; James and James 1989; Salancik and Pfeffer 1977, 1978). Recently, Chan et
al. (2005) conceptualized information security climate as an aspect of social influence by using the concept ‘safety
climate’ and empirically analyzed the relationship of information security climate to compliance with security policy.
However, a large number of extant studies show that organizational climate is not a unidimensional characteristic
but a multi-dimensional one (Ansari et al. 1982; Burke et al. 1992; Griffin and Neal 2000; James and James 1989;
Neubaum et al. 2004; Victor and Cullen 1988; Wimbush and Shepard 1994; Wimbush et al. 1997; Wyld and Jones
1997). Individuals within organizations tend to evaluate specific nature and its importance of the environment they
belong to. Organizational climate are composed of high-dimensional factors since this nature forms organizational
climate (Griffin and Neal 2000; James and James 1989). Whereas information security climate is also high-
dimensional factor composed of various natures, existing literature approached the issue just from a unidimensional
view.

Therefore, this study will consider security climate from a high-dimensional perspective and try to empirically
analyze how security climate affects opportunistic security behaviors of individuals in organizations. Specifically,
this study focuses on the relationship of security climate (as an organizational factor) to opportunistic security
behaviors (as an individual factor). It is very important to investigate the relationship because organization and
individual continuously interact with each other as suggested by socio-psychological view (Ansari et al. 1982).

Information Security Climate

Organizational climate focuses on organizational members’ understanding with respect to observable practices and
procedures. These practices and procedures are classified into multi-dimensions which can be analyzable by
researchers (Denison 1996). Recent research on organizational climate tends to be more specific than existing
literature (Denison 1996). This is because existing studies reflect a variety of contexts in its research. Whereas
previous research focused on climate from a comprehensive view, recent studies considers climate as specific nature
within an organization such as safety climate (Griffin and Neal 2000) or information security climate (Chan et al.
2005). This study focuses on information security climate because it reflects organizational nature which employees
experience with regard to information security. When explaining information security climate, this study tries to
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describe the concept on the basis of safety climate research. There is something in common between safety climate
and security climate: firstly, information security and safety do not create organizational value but these are
indispensable in running companies continually (Chan et al. 2005); secondly, performance from information security
and safety is achieved via non-occurrences of accidents (Chan et al. 2005). Security accidents do not induce physical
damage but both can potentially cause organizational loss; thirdly, safety and information security both emphasizes
employees’ compliance with policies or safety regulations organizations present. However, related employees not
only feel uncomfortable but also experience conflicts between job efficiency and job performance (Chan et al. 2005;
Herath and Rao 2009b).

‘ Antecedents of Determinants of Components of
Safety Performance Safety Performance Safety Performance

Safety climate
sub-dimensions
e.g. leadership

Safety Compliance
Safety Participation

Knowledge & Skill
Motivation

Safety climate
sub-dimensions
e.g. conscientiousnes

Figure 1. A Model of Safety Climate and Performance (Griffin and Neal 2000)

Depending on these relations, this study tries to develop security climate on the basis of a model of safety climate
and performance (Griffin and Neal, 2000) among the safety climate studies. Most of all, in safety climate research,
safety climate is composed of organizational climate in general and safety-related characteristics. Security climate is
conceptualized as a higher order factor, which is composed of specific first-order factors. This is because safety
climate needs to reflect various organizational attributes which drive organizational members to believe that safety is
valuable (Griffin and Neal 2000). Agreement exists that safety climate is a higher order factors among the scholars
but they have different views regarding what are the first-order factors for consisting the higher order factors.
Referring to existing studies, Griffin and Neal (2000) suggested most frequently cited first order factors and
empirically analyzed a model of safety climate and performance composed by a second-order structure. Those
factors are management values, safety communication, safety training, safety inspection, and etc.. Based on this
model framework, this study considers security climate as 4 first-order factors: top management attention, security
reinforcement, security awareness training, and effectiveness of security policy. Specific explanation with respect to
each construct will be followed in the next section.

Top Management Attention

There exist different opinions regarding what are the first-order factors forming safety climate. However,
management values is one of the most frequently mentioned factors among the scholars for forming safety climate
(Griffin and Neal 2000). Management values, until now, are measured by management attention toward employees’
well-being, management attitude toward safety, awareness level regarding safety is important for running companies,
etc. (e.g., Ocasio 1997). That is, these measurements ultimately evaluate management attention, which is a very
critical factor forming safety climate. In terms of information security, top management attention can be seen as a
very important factor in forming information security climate. Chan et al. (2005) suggest through empirical analysis
that top management attention plays an important role in making employees comply with security policy.

Security Reinforcement
Security reinforcement is defined as top management’s repetitive behaviors observed by employees (Chan et al.

2005). It includes such behaviors that top management communicate with employees and they emphasize the
importance of information security. Griffin and Neal (2000) identified through empirical analysis that safety-related
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communication in terms of safety ultimately functions as an important factor forming safety climate. In the end,
these top management’s behaviors are seen as a critical factor forming safety climate in that these induce employees
to commit to (involve in) specific behaviors (Purvis et al. 2001).

Security Awareness Training

Security awareness training (SAT) is one of the security countermeasures used by organizations. SAT reinforces
organizational members to comply with security policy, and play role in reminding them with potential results (i.e.,
security accidents) caused by system misuse (D’ Arcy et al. 2009). It also functions as a factor that makes employees
to clearly understand and accept information security policy suggested by each organization. SAT is provided with
organizational members to transfer (deliver) knowledge regarding security environments in various forms:
newsletter or Email as well as online or offline training. The main purpose of SAT is to deliver knowledge regarding
information danger, provide accident cases related to violations of security policy, and enhance the sense of
responsibility with regard to information resources (D’Arcy et al. 2009). The SAT is one of the core factors forming
information security climate among the organizational practices (Chan et al. 2005).

Effectiveness of Security Policy

In general, there are two types of security policy: (1) computer/network security policy, which describes the rules of
network access control and (2) information security management policy, which includes organizational strategy and
plan to ensure organization’s overall information security (Goel et al. 2010). Between the two, the latter is more
underlined in information security research and all organizational members within each organization is emphasized
to comply with information security policy. In particular, this policy is important because it is not only directly
related to all organizational members but also it has to be complied in pursuit of their duties. However, security
policy should be effective in order to function properly (Goel et al. 2010). Extant literature shows different
effectiveness with regard to security policy. For example, Straub (1990) suggested that security policy plays a role in
reducing computer abuse whereas Foltz (2000) explained that security policy has no effects on IS (information
systems) misuse. These inconsistent outcomes are resulted from the fact that security policies are being used without
any assessment regarding its effectiveness. Goel et al. (2010) suggested two standards to evaluate the effectiveness
of security policy: security content and security form. Between them, security content research has been widely
investigated while little research regarding security form has been executed. International standard was already
arranged in the security content area, so that organization’s security content is generally developed, on the basis of
the standard, by policy makers. Accordingly, existing research has usually evaluated whether people know there is
security policy in the organization when they study security policy. However, it is necessary for security policy to be
easy to understand, comfortable to read, and delivered clearly because all members in the organization are subjects
to comply with security policy. The basic assumption of general deterrence theory, which is frequently used to
control security violation behaviors, is that all members understand the security policy (Foltz et al. 2008). It
ultimately shows and emphasizes the importance of setting up user-centric security policy. This policy functions as
an important factor for forming organization’s security climate among the different organizational practices (Chan et
al. 2005).

Your references should comprise only published materials accessible to the public. Proprietary information may not
be cited.

Research Model and Hypotheses

On the basis of the safety climate and performance model suggested by Griffin and Neal(2000) and Neal et
al.(2000), this study will consider information security climate as a multi-dimensional factors and investigate how
security climate affects both employees’ attitude toward compliance to security policy and employees’ opportunistic
security behaviors. Opportunistic security behavior is defined as relative interest obtained by not complying with
security policy and it implies that no compliance with security policy enhances individuals’ values by various
uncomportableness in the pursuit of one’s duty and by negative perception regarding decreased job productivity. It
is important to identify how this individual-level factor is related to organization-level (security climate). Figure 2
shows research model and its hypotheses for this study.
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Figure 2. Research Model

Information Security Climate

Organizational climate affects members’ behaviors in the organization (Chan et al. 2005). Social information
processing theory suggests that individual behaviors are more affected by contextual factors than individual
disposition or characteristics (James and James 1989). This is because an individual experiences organizational
climate as he/she continually interacts with his/her organization (Ansari et al. 1982; Tagiuri and Litwin 1968).
Ultimately, this experience functions as a factor inducing individual behaviors. In terms of information security, one
of the most important behaviors is to comply with information security policy. However, observing security policy
at daily work makes employees feel uncomfortableness (Herath and Rao 2009b). Moreover, it can affect negatively
employees’ job productivity and its effectiveness (Chan et al. 2005). These negative effects, in the end, can induce
individuals’ opportunistic security behaviors. Opportunistic security behavior is represented as an individual’s
perceived benefit when he/she does not comply with security policy. For instance, an individual has to log out
his/her computer in cases he/she temporarily leaves the office. Complicated procedure with regard to company
system access may induce an individual to feel repulsion to compliance with security policy. However, in cases that
organizations form information security climate and this climate affects individuals’ behaviors, the security climate
is likely to lead to reduced opportunistic security behaviors. Moreover, complying with security policy will be
thought to be right behaviors. Therefore, related hypotheses are described as follow.

Hypothesis 1. Information security climate negatively affects individuals’ opportunistic security behaviors.

Hypothesis 2. Information security climate positively affects individuals’ attitude toward compliance with
information security policy.
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Information Security Policy Compliance Attitude

Attitude is defined as an individual’s decision between right and wrong regarding his/her own behaviors (Ajzen and
Fishbein 1980). If an individual perceives the results of individual behaviors to be positive, he/she will develop
positive attitude. On the contrary, in cases that an individual perceives the results of individual behaviors to be
negative, he/she will develop negative attitude (Theoharidou et al. 2005). In terms of information security view,
when organizational members perceive that complying with company’s information security and it various
guidelines finally has positive effects on the company, they are expected to reduce private value seeking behaviors.
On the basis of this theoretical explanation, the following hypothesis is developed.

Hypothesis 3. Information Security Policy Compliance Attitude negatively affects individuals’ opportunistic security
behaviors.

Research Method

Data Collection and Sample

The data were collected using a questionnaire. Demographic characteristics of respondents and exploratory factor
analysis were analyzed using SPSS v19. AMOS version 18 was used for confirmatory analysis of the measurement
items and hypotheses testing. The unit of analysis of this study is individuals because organizational climate is
perceived and assessed by each employee (Griffin and Neal 2000).

The pool of survey participants was obtained from members of the ITSMF (Information Technology Service
Management Forum) Korea. The each member received an e-mail explaining the purpose of the research and
inquiring about the firm’s willingness to participate. ITSMF Korea is the only independent and internationally-
recognized forum for IT Service Management professionals worldwide. This not-for-profit organization is a
prominent player in the on-going development and promotion of IT Service management best practice. 900
questionnaires were distributed mail and e-mail. A total number of 761 responses were received, out of which 180
were unusable because of missing data items (a response rate of about 64.6 percent). To test for nonrespnse bias, we
compared the participating and nonparticipating companies’ revenue and number of employees (Babbie 1990). For
this test, 100 responses were selected randomly. Results of independent t-tests for revenue and number of employees
did not produce a significant t-value (p>0.05) (cf. King and Sabherwal 1992). These results support that respondents
did not systematically differ from non-respondents. A summary of the demographic characteristics of 581
respondents is provided in Table 1. 24% of the respondents were female, whereas 76% of the respondents were male.
The age of 80% participants was ranged from 25 to 44. About 40% respondents worked in IT industries.

Table 1. Demographic Information (N=581)

Frequency % Frequency %

Male 440 75.7 Manufacturing 82 14.1

Sex |Female 127 219 Construction 31 53
Undecided 14 2.4 IT 230 39.6

Age |18~24 3 0.5 Finance/Insurance 75 12
25~34 253 435 Industry Government 97 16.7
35~44 212 36.5 Education 9 1.5

45 and above 112 19.2 Other 25 43
Undecided 1 0.2 Undecided 32 5.6

Construct Operationalization

To maximize measurement reliability with respect to the constructs of our research, we selected items that have been
tested in extant literatures and measured in a structured format on a 7 point Likert-type scale, ranging from 1
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(strongly disagree) to 7 (strongly agree) (see Appendix A). According to Boudreau et al. (2001), using validated and
tested questions will improve the reliability of results. Perceived security climate refers to the employee's perception
of the current organizational state in terms of information security (Chan et al. 2005). We have conceptualized
perceived security climate as second-order construct comprised of four complementary first-order dimensions: (1)
Top management attendance, (2) security reinforcement, (3) security awareness training, and (4) effectiveness of
security. Top management attendance, which means the customary actions of management as observed by the
individual employee (Chan et al. 2005), was measured 7 items adapted from Purvis et al. (2001) and Chatterjee et al.
(2002). Security reinforcement, which refers to the repeated actions of management as observed by the individual
employee (Chan et al. 2005), was measured 3 items adapted from Chan et al. (2005). Security awareness training,
which means the individual's awareness of training program regarding information security, was measured 7 items
adapted from D’ Arcy et al. (2009). Effectiveness of security policy, which refers to content quality of organizational
information security policy, was measured 8 items adapted from Goel et al. (2010). Information security policy
compliance attitude, which is the degree to which a person has a favorable or unfavorable evaluation or appraisal of
the compliance with information security policy, was measured 6 items adapted from Dinev et al. (2009), Herath
and Rao (2009b), and Pavlou and Fygenson(2006). Finally, Opportunistic security behavior, which refers to an
employee’s belief about the positive outcomes that an individual expects for not complying with organizational
information security, was measured 5 items adapted from Kim et al. (2008) and Yoon(2011).

Following Tanriverdi’s (2005) approach, this study compared three alternative first-order factor models tests for
dimensionality and convergent and discriminant validity of the perceived security climate. Model 1 hypothesizes
that a unidimensional first-order factor accounts for the variance among all measurement items of the construct.
Model 2 hypothesizes that the measurement items form into hour uncorrelated first-order factors. Model 3
hypothesizes that these first-order factors are freely correlated with each other. Finally, Model 4 hypothesizes a
second-order factor that accounts for the patterns of interactions and covariance among the first-order factors.
Results of model comparison are shown in Table 2. Comparison Model 1 (2 = 5708.549, d.f. = 275) and Model
2(x2 = 2924.016, d.f. = 275) indicates that Model 2 is a better-fitting model (lower chi-square for the same degrees
of freedom). This result supports for multidimensionality of perceived security climate. Further comparison Model
2(x2 =2924.016, d.f. = 275) and Model 3 (¥2 = 1893.360, d.f. = 275) indicates that Model 3 is superior to Model 2
(Ay2 = 1030.656). In Model 3standardized factor loadings of measurement items on their respective factors are all
highly significant (p < 0.001), providing support for convergent validity of perceived security climate. Superiority of
Model 3 (unconstrained model) over Model 2 (constrained model) indicates that pairs of correlations among the
first-order factors are significantly different from zero (Bagozzi et al. 1991). This result supports for discriminant
validity of perceived security climate (Anderson 1987; Bagozzi et al. 1991). The final test examines whether a
second-order factor accounts for the patterns of interaction and covariance among the first-order factors. Security
policy compliance attitude as external criterion variable is used for comparison of two models (cf. Tanriverdi 2005).
Model 3 represents a direct-effect model and tests direct effects of the four first-order factors on security policy
compliance attitude. Model 4 represents a second-order measurement model and tests effect of perceived security
climate on security policy compliance attitude.

To do this, we used three criteria: (1) model statistics of the two specifications (Venkatraman 1990), (2) target
coefficient (T) statistics (Marsh and Hocevar 1985). The second-order factor model should be preferred because it is
more parsimonious with fewer parameters and more degrees of freedom (Venkatraman 1990). The target coefficient
value (T = 0.99) is very close to the theoretical upper limit of 1, indicating that the second-order factor accounts for
99 percent of the relations among the first-order factors (Marsh and Hocevar 1985). Furthermore, B coefficient
between perceived security climate and security policy compliance intention exceeds 0.2 (Chin 1998) and t-value is
significant. In sum, these results suggest that second-order model is more appropriate to explain the perceived
security climate.

Table 2. Results of Model Comparison
Model # Y df y/df NFI NNFI CFI GFI | RMSEA
Model 1 5708.549 275 20.758 627 .605 638 434 185
Model 2 2924.016 275 10.633 809 808 824 | 684 129
Model 3 1893.360 275 6.885 876 882 892 | .769 101
Model 4 1886.477 271 6.961 877 881 892 | .770 101
Target Coefficient (T)=0.998175(99.8%)
T value is calculated as F/T.(e.g., 1883.035/1886.477)
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T lower limit is calculated as F/FU.(e.g., 1883.035/2924.016=0.643989)

To control for an explanation of results due to extraneous factors, several control variables are added. These
variables are age, gender, years of working experience (Loe et al. 2000; Zhang et al. 2009), security training
frequency, and computer use at work (Herath and Rao 2009a). In addition, we added techno-invasion and techno-
complexity to control of effect of techno stress on opportunistic security behavior. Technostress can affect not only
on task performance, but also organizational commitment (Herath and Rao 2009b; Ragu-Nathan et al. 2008;
Tarafdar et al. 2007; Wang et al. 2008). Techno-invasion and techno-complexity, which are proposed by Ragu-
Nathan et al.(2008), are very important factors in information security context. Techno-invasion refers to the
invasive effect of ICTs in situations where employees can be reached anytime and feel the need to be constantly
connected (Ragu-Nathan et al. 2008). When employees work outside the company, they may be less sensitive to
importance of information security. Techno-complexity means situations where the complexity associated with ICTs
leads users to feel inadequate with regard to their computer skills and forces them to spend time and effort in
learning and understanding ICTs. Because security training programs in many organizations provide technical skill
training, employees may feel more technological complexity. Unlike the other control variables, these two variables
are measured using seven-point response scales ranging from strongly disagree to strongly agree.
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Reinforcement
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Figure 3. Performance Effects of Security Climate: Complementarity of the Four Dimensions

Analyses and Results

Measurement model

Exploratory factor analysis (EFA) is used to reveal the latent structure of the variables (see Table 3). The number of
factors was extracted using Kaiser’s criterion, that is, factors having eigenvalues greater that I were accepted in the
solution. Based on the results of EFA and Cronbach’ alpha, we assessed unidimensionality and internal consistency.
We found 6 factors that have above 0.5 factor loadings (Campbell and Fiske; Hair et al. 2010). In addition, no
substantial cross-loading, which exceeded 0.50, was observed between factors. These results support the
unidimensionality of the scales in question. Internal consistency was assessed by using Cronbach’s alpha. All scales
employed in this study are higher than 0.7 that meant to strong reliability (Nunnally 1978).

Convergent validity was gauged via composite reliability (CR). CR scores equal to or greater than 0.7 are regarded
as acceptable (Fornell and Larcker 1981; Segars 1997). As indicated in Table 3, the lowest CR score is 0.883,
thereby demonstrating that all constructs have higher reliability.
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We compared the square root of AVE score for each construct to test discriminant validity. In the AVE test of
discriminant validity, the square root of AVE of a given construct should be larger than any correlation of the given
construct with any other construct in the model. As shown in Table 4, all square root of AVEs are greater than each
correlation of the given construct. Construct validity is demonstrated if (1) standardized loading estimates are higher
than 0.5, (2) AVE are above 0.5 (convergent validity), (3) all square root of AVE are greater than the correlation
coefficients between the constructs (discriminant validity), and (4) composite reliability are more than 0.7 (internal
consistency or convergent validity) (Hair et al. 2010; Malhotra and Grover 1998). As indicated in Table 3, these
conditions have been met, thereby demonstrating that the construct validity was obtained.

Common Method Bias Analysis

We assessed the extent of common method variance (CMV) with two tests: (a) Harman’s one factor test (Podsakoff
et al. 2003), (b) Lindell and Whitney (2001)’s market variable test (Podsakoff et al. 2003). The Harman’s one-factor
test on the items was performed to assess the manifestation of common method bias(Podsakoff and Organ 1986). If
common method variance exists, most of the variables will load on a single facto which will account for the majority
of covariance in the variables (Harrington 1997). The results of a principal components factor analysis (PCA) in this
study show them fifteen factors with loadings along the lines of the constructs of interest and with an eigenvalue
greater than 1. These factors account for 77.638% of the total variance. Because many factors emerged from the
factor analysis and the first factor accounted for only 15.930% of the total variance, common methods bias does not
appear to exist in the data (Joshi and Sharma 2004). Next, this study follows the common method variance model
proposed by Lindell and Whitney (2001). To use this technique, a researcher should include at least one variable that
expected on the basis of prior theory to be unrelated to the criterion variable. The current research interposed a
marker variable, named “Outside Activity Preference.”(0= 0.95). This variable was considered statistically
independent of at least one of the research constructs. To use these equations for the investigation of the common
method variance, the correlation matrix should include the partial and adjusted partial correlation between the
predictor variables and the dependent variable. The research result shows that the correlation coefficient of CMV
was smaller than the correlations between the dependent variable and predictor variables. In general, smaller
correlation among the manifest variables is chosen as proxy for CMV (r = 0.060, T = 0.448). However, the post hoc
approach has the potential to capitalize on chance factors (Malhotra et al. 2006). Therefore, according to Lindell and
Whitney (2001), researchers can use the second-smallest positive correlation as a more conservative estimate of
CMV (Malhotra et al. 2006). In addition, the reliability of the constructs (Cronbach’s o) was very high, which
indicated that the correlation between the constructs was not biased downward. All 1" values are also larger than r
values. These results show that the constructs used in this study are not contaminated by CMV effects.

Structural Model

Before examining the structural model, seven common model-fit measures were used to assess the model’s overall
goodness-of-fit: ¥2, Normed y2, goodness—of-fit Index(GFI), root mean square error of approximation(RMSEA),
normed fit index(NFI), nonnormed fit index(NNFI), and comparative fit index(CFI). As shown in Figure 4, two fit
indices didn’t surpass the recommended minimum threshold (¥2, GFI). ¥2(2032.911; df:874; p-value:.000) statistic
is overly sensitive to sample size (Meyers et al. 2006). Accordingly, x2 can produce larger value even if
hypothesized model is valid. For this reason, some researchers have suggested to use normed 2. Normed %2 on the
order of 3:1 are associated with better-fitting model. In this study, this value is 2.32, demonstrating a good fit (Hair
et al. 2010). GFI (0.861) is also sensitive to sample size due to the effect of N on sampling distributions (Hair et al.
2010). For this reason, we reviewed less sensitive model fit indices such as CFI, NNFI, and RMSEA. As shown in
Figure 4, these fit indices are above the general recommended threshold of 0.9, 0.9, and 0.05 respectively (Hair et al.
2010).

The hypotheses were tested by examining the structural model. The test of the structural model includes estimating
the path coefficients, which indicate the strength of the relationships between the independent and dependent
variable. Results of structural model are provided in Figure 4. First, perceived security policy has a significant
positive effect on security policy compliance attitude (f=0.411, p<0.001), thus supporting hypothesis H2. The result
indicates that if importance of information security is perceived throughout the organization, each employee can be
recognized that it is important to comply with organizational information security policy. Second, security policy
compliance attitude has significant direct effect on opportunistic security behavior (f=-0.174, p<0.001), therefore
H3 is supported. However, Not consistent with H1, perceived security climate was not found to have a significant
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effect on the opportunistic security behavior (f=0.022). The result implies that perceived security climate is related
to security policy compliance attitude, rather than opportunistic security behavior directly. This is consistent with
Ajzen and Fishbein’s (1980) claim that behavior intention is determined by attitude towards the behavior. In
addition, work experience and techno-invasion were found to have a significant effect on the opportunistic security
behavior. That is, employees who have substantial work experience are less possible to comply with information
security policy because of inconvenience. Furthermore, if employees feel that his or her life is invaded by various
information technologies, they may not comply with organizational information security policy.

Table 3. The Assessment of the Measurement Models: Evidence of Conwvergent Validity
Component é;:ariiz Composite | Cronbach's
1 > 3 p 5 p Extracted Relaibillity Alpha
SATI 0.726 0.326 0.249 0.117 -0.054 0.084
SAT2 0.725 0.282 0.255 0.122 -0.104 0.232
SAT3 0.821 0.253 0.214 0.108 -0.046 0.204
SAT4 0.792 0.225 0.214 0.072 -0.027 0.254 0.736 0.951 0.956
SATS 0.839 0.277 0.242 0.115 0.041 0.079
SAT6 0.841 0.28 0.254 0.127 0.067 0.06
SAT7 0.79 0.222 0.298 0.154 0.025 0.086
TMA1 0.204 0.813 0.235 0.157 -0.025 0.114
TMA 2 0.212 0.766 0.314 0.176 -0.06 0.14
TMA 3 0.297 0.823 0.19 0.189 -0.006 0.087
TMA 4 0.295 0.764 0.277 0.153 -0.022 0.159 0.74 0.952 0.954
TMA 5 0.343 0.764 0.275 0.172 0.047 0.09
TMA 6 0.322 0.753 0.251 0.13 0.002 0.18
TMA7 0.273 0.7 0.213 0.141 -0.024 0.302
ESP1 0.131 0.206 0.815 0.137 -0.005 0.129
ESP2 0.179 0.159 0.821 0.113 -0.016 0.175
ESP3 0.28 0.276 0.747 0.199 0.013 0.174
ESP4 0.277 0.161 0.777 0.071 -0.019 0.189
0.646 0.936 0.94
ESP5 0.202 0.148 0.799 0.11 -0.043 0.146
ESP6 0.279 0.351 0.658 0.124 -0.024 0.074
ESP7 0.324 0.393 0.614 0.114 0.025 0.083
ESP8 0.304 0.428 0.642 0.104 0 0.072
SPCA1 0.151 0.243 0.116 0.776 -0.076 0.081
SPCA2 0.119 0.126 0.131 0.796 -0.026 0.063
SPCA3 0.082 0.157 0.115 0.881 -0.086 0.049
SPCA4 0.092 0.068 0.097 0.883 -0.054 0.023 0717 0938 0941
SPCAS 0.103 0.132 0.114 0.883 -0.109 0.027
SPCA6 0.059 0.086 0.094 0.877 -0.116 0.037
OSB1 -0.056 0.042 0.016 -0.137 0.72 0.1
OSB2 0.001 -0.047 0.017 -0.032 0.896 0.006
OSB3 0.006 -0.033 -0.036 -0.073 0.9 0.025 0.691 0.917 0.924
OSB4 0.001 0.005 -0.016 -0.083 0.92 -0.038
OSB5 0.012 -0.023 -0.037 -0.066 0.918 -0.036
SR1 0.263 0.311 0.265 0.127 0.032 0.705
SR2 0.201 0.25 0.284 0.119 0.045 0.806 0.716 0.883 0.879
SR3 0.3 0.211 0.286 0.017 0.032 0.77
a) Extraction Method: Principal Component Analysis.
b) Rotation Method: Varimax with Kaiser Normalization.
¢) SAT=Security Awareness Training; TMA=Top Management Attention; ESP=Effectiveness of Security Policy;
SPCA=Security Policy Compliance Attitude; OSB=Opportunistic Security Behavior; SR=Security Reinforcement
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Table 4. Correlations of Latent Variables and Evidence of Discriminant Validity

Mean Sg T™MA SR SAT ESP SPCA | OSB
TMA 4.932 1.362 0.86
SR 3.919 1.384 584" 0.846
SAT 4.348 1.400 670" 567" 0.858
ESP 4329 1.186 665" 593" 6417 0.804
SPCA 5.896 0.924 390" 2517 319" 344" 0.847
OSB 3.717 1.388 -0.045 0.029 -0.036 | -0.039 | -.178" 0.831

a) ** Correlation is significant at the 0.01 level (2-tailed).

b) TMA=Top Management Attention; SR=Security Reinforcement; SAT=Security Awareness Training;
ESP=Effectiveness of Security Policy; SPCA=Security Policy Compliance Attitude; OSB=Opportunistic
Security Behavior

d) Diagonal values represent the square root of AVE.

“fty1=1.645
“*tp.06=1.960

..pp Imsignificant ** to.01=2.376
e g =3201

SMC=.708 — P Significant

Management
Attention

841
SMC=.561

| Age | ‘ Gender | Experience |L'singPC | ‘ T:;:;ng
S 061¢1.346)
~042C-668)  po3.060) 0691551
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Security
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140(2.261%)

Security
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CLHLN022(391) .

Opportunistic
Security
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841(15.172%%%)

SMC=122
Security H3:-.174(-3.530=**) ~070(-1.274y- Techno-
Policy Complexity
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Model Fit Indices: x2:2032.91 1; Normed x2:2.32; GFI:.861; RMSEA:.048; NFI:.916; NNFI:.946; CFI:.950

Effectiveness of
Security Policy

Figure 4. Results of Structural Model Analysis

Implication and Conclusion

The aim of this study is to empirically examine the effect of perceived security climate as organizational factor on
opportunistic security behavior. The reason why this study focused on the relationship between organizational factor
and personal factor is that organizational climate perceptions are crucial determinants of individual behavior. The
results of this study are as followed. First, the perceived security climate does not impact opportunistic security
behavior. This result suggests that opportunistic behavior cannot be reduced by enhancing perception of information
security climate. However, it does not mean that perceived security climate cannot lead to security compliant
behavior. Thus, further research is needed to explore the relationship between perceived security climate and
security compliance behavior. Second, as expected, perceived security climate is significantly related to security
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policy compliance attitude. This finding indicates that perceived security climate can affect on opportunistic security
behavior through security policy compliance attitude. Finally, security policy compliance attitude was found to be
negatively related to opportunistic security behavior. That is, a positive attitude toward security behaviors increases
employees’ intention to perform those behaviors.

Our study also has several limitations. First, even if Harman’s single factor test and market variable test did not
identify common method variance as a problem, it still might have been. To ensure that it is not a problem and to
prevent the consistency effect resulting from the same subject reporting both independent and dependent variables,
future research might use more objective measures of the dependent variable. Second, the two antecedents explained
12.2% of the variance in opportunistic security behavior. In order to increase the explanatory power for
opportunistic security behavior, other factors are needed to be considered in future research. Finally, since this study
was carried out in Korea which has a very different culture than the US. Thus, it would be tough to generalize the
results to American IS users.

Notwithstanding the limitations of this study the results provide valuable guidance for researchers and practitioners
trying to identify the mechanisms by which they can improve information security within the organization. First, we
conceptualized security climate as a multidimensional construct based on safety literature rather than unidimensional
one. Security climate which is perceived by employees within the organization does not be formed by only one
factor such as management practice. That is, each employee perceives security climate through interaction with
various organizational conditions. This study suggests what factors are important to form the security climate. For
practitioner, this study suggests a guideline to lead to security policy compliant behavior of employees. Second, in
this study we considered the relationship between organizational factor and individual factors. From the
organizational perspectives, the results of this study can be used for practical guideline to build an information
security countermeasure.
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Appendix A. Instrument items

All items were measured using seven-pint response scales anchored with strongly disagree (1) and strongly agree (7).
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