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Abstract

Many organizations use anti-spam filters or spam filters, which are known to be among the best
available measures to fight against spam. Although spam filters are useful, there is no perfect
filter. Spam filters sometimes inaccurately classify legitimate e-mails into spams and spams into
legitimate e-mails. This study reviews the current state of user interfaces of spam filters from the
aspect of perceived restrictiveness and management of filtration levels. The main focuses of the
review are: (1) whether spam filters have functions for users to report misclassifications, (2)
whether spam filters provide functions to adjust filtration levels, and (3) whether spam filters
produce effective management reports (e.g., frequency of misclassifications) so that managers in
an organization can make a decision of an appropriate filtration level. In this study, 35 popular
spam filtering software are examined and suggestions to improve user interfaces of spam filters
are made.

Keywords: spam, anti-spam filters, user control, filtration level, Human computer interaction,
HCI.
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Introduction

Spam, unsolicited commercial e-mails, accounts for around 85 percent of total e-mails sent over networks
(Goodman et al. 2007, Messagelabs 2011). Bill Gates alone receives about four million spams per year (BBC News
2004). Spam is no longer just nuisance for end users (Fallows 2003, Kraut et al. 2005). Spam has become one of the
key concerns that an organization deals with. Spam's costs to an organization include not only waste of computer
and network resources but also loss of employees' productivity (Denning 2006, Eighme 2006, Hann et al. 2006,
Swartz 2005). According to Nucleus Research (2007), spam costs $70 billion to all US businesses annually.

Many organizations use anti-spam filters or spam filters, which are considered to be among the best available
measures to fight against spam (Pavlov et al. 2005). Although spam filters are useful, there is no perfect filter. Spam
filters sometimes inaccurately classify legitimate e-mails into spams and spams into legitimate e-mails.

Many studies (Androutsopoulos et al. 2000a; 2000b, Sahami et al. 1998, Zorkadis et al. 2005) on anti-spam filters
focus on the filtering algorithms per se. Although these studies provide useful information regarding the adoption
stage (e.g., selecting a certain anti-spam filter among many available filters available in the industry), they provide
few suggestions regarding the use stage (e.g., monitoring performance of a given anti-spam filter, and taking actions
to improve performance of a given anti-spam filter in an organization). In other words, there is a paucity of research
on how managers should manage a given anti-spam filter in an organization. This is an important question to Chief
Information Officers (CIOs) because spam control can influence the reputation of an Information Technology (IT)
department. It is known that employees perceive spam control failure as a security failure (Tuesday 2003). The more
spams that appear in an employee's e-mail box, the more likely employees, including top executives, think that their
IT department is not capable of handling security issues.

In this paper, interfaces of 35 spam filters are reviewed. The main purposes of this review are (1) to examine how
well these spam filters equip managers in an organization to manage a given spam filters and (2) to provide
suggestions for future development of spam filters.

Literature Review

Several researchers (Silver 1988; Wang and Benbasat 2009) discuss the perceived restrictiveness of online
recommendation agents (e.g., product recommendation systems) as an important factor that undermines intentions to
make use of such decision aids. According to Wang and Benbasat (2009), online recommendation agents usually
employ only pre-embedded decision rules; hence, users are unable to use variations of such decision rules, which
results in their feeling restricted. We view anti-spam filters as a kind of agent in the sense that anti-spam filters act
on behalf of users with pre-determined rules. Because spam filters are not perfect, as many other recommendation
agents are, spam filters inevitably produce misclassification errors (i.e., sometimes classify legitimate e-mails into
spams and spams into legitimate e-mails). Wang and Benbasat (2009) suggest that perceived restrictiveness
negatively influences intentions to use a recommendation agent.

In the case of spam filters, we identified several potential areas in which users are likely to feel restrictiveness.
(1) When users are unable to report spam as spam to spam filters.

Spam filters often make incorrect classifications (e.g., spam as a legitimate e-mail and a legitimate e-mail as spam).
From the viewpoint of users, these errors are very obvious. If users have no means of informing spam filters of these
obvious misclassifications, it is likely that they will feel restrictiveness.

(2) When users are unable to change the filtration level.

Let's assume that a user notices that many spams are appearing in the regular in-box. They would then want to
strengthen the filtration level so that fewer spams pass the filtration. If there are no such functions to adjust the
filtration level, it is likely that users will feel that the spam filters are restrictive.

Meanwhile, it is a challenging decision for managers to determine an optimal filtration level because there is trade-
off in raising or lowering a filtration level of a given filter. For example, if a filtration level is set too high, more
legitimate e-mails would be quarantined as spam, while fewer spams would appear in the regular in-box. By the
same token, if a filtration level is set too low, more spams would appear in the regular in-box, while fewer legitimate
e-mails would be quarantined as spam.
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Cho and Kim (2011) argue that managers can make an effective decision on filtration levels by considering total
perceived cost in using spam filters. They propose a model of total perceived cost:

Total Perceived Cost of Using Spam Filter = Perceived Cost of FN + Perceived Cost of FP

In the model, they divide the total perceived cost into two components: one is perceived cost of deleting spams from
the regular in-box, namely cost of False Negative (FN), and the other is perceived cost of recovering legitimate e-
mails from spam mail box, namely cost of False Positive (FP).

Based on Cho and Kim's (2011) argument, this study examines the following aspect:

(1) Whether or not the spam filter provides users with a management report regarding the trend and frequency of FN
and FP.

Method

We utilized search engines (e.g., Google and Yahoo) to identify spam filters available in the industry and added
publicly available e-mails (e.g., Hotmail, Yahoo mail, and Gmail) as well as an e-mail system used in the authors'
university. The thirty-five spam filters are listed below.

1. Windows Live Hotmail
. Yahoo
. Gmail

. Webmail used in a university

2

3

4

5. Spam Eater Pro
6. CA Anti-Spam
7. ChoiceMail One
8. Spam Buster
9. Cloudmark Desktop

10. Spam Agent

11. iHateSpam

12. Mailwasher Pro

13. SpamKiller

14. Mailshell Anti-Spam Desktop (SpamCatcher)
15. SpamTitan

16. SpamDrain

17. SpamAssassin

18. Kaspersky Anti-Spam

19. Clear My Mail

20. Spamjadoo

21. AntispamServant

22. Spam Eliminator

23. Spamweed

24. Spambully

25. Zaep Antispam
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26. Spamfighter

27. Allume SpamCatcher

28. AntiSpam Personal

29. Symantec Brightmail Antispam
30. Symantec Premium Antispam
31. GFI Mail Essentials

32. Spam Sleuth Enterprise

33. Xmicro AntiSpam

34. Hexamail Guard Basic

35. Sophos Security Suite SBE

Although this is not an exhaustive list of spam filters, we think that reviewing these 35 filters can provide a
reasonable snapshot of present spam filters' interfaces.

In 2009, we examined interfaces after installing a trial version of each spam filter (28 out of 35). For the other seven
filters, we examined their manuals, which showed interfaces.

Results

A summary of the review results is listed in the table 1 below.
(1) Do spam filters provide functions for users to report misclassifications to spam filters?

The first aspect of spam filters being examined is whether or not spam filters allow users to report classification
errors (e.g., spams that are classified as legitimate e-mail and innocent e-mails that are classified as spam). If users
are able to report these misclassification errors, then similar errors can be reduced in the future. For example,
Hotmail (Figure 1) allows users to select one or more messages in the inbox and click the Junk button to report these
spams.

=] Mew w 2 Delets ' Junk v [3 Movetow Mark as unread L5 Check mail

& Inbox (9) I I“sort by Date =
[ . .

Junk (13} L Elizabeth Smith Regular seasonal sales and special
2 Drafts (5) clayton@UMB.ca Graduate Bursary Program--DEADL

Figure 1. Users can report spam in Hotmail.

However, some spam filters do not allow users to do this (Figure 2). The only way for users to block a spam is to set
up their own filtering rules to specify either the sender’s address or domain so that emails from the specified address
or domain will be blocked in the future.

Rule Definition
Field [ To: ' ce: M From: [ Subject: [ Body o
Text |y0yokiwi@h0tmail.c0m iy
Action (% gelete message { move message to ISB|ECt folder 'I o

Create | Reset | Cancel |
Figure 2 Users need to add their own filtering rules.

Among the 35 spam filters that have been examined, only 54 percent provide such a function. Nineteen of them
allow users to report spams, while 16 of them do not provide this kind of function.
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Table 1. Summary of Review

End User N .
No. | Name of Spam Filter Reporting of F|Itra_t|on Level | Statistics of FN
. Y Adjustment and FP
Misclassification
1 | Windows Live Hotmail Y Y N
2 | Yahoo Y N N
3 | Gmail Y N N
4 | A Webmail in a university N N N
5 | Spam Eater Pro N N N
6 | CA Anti-Spam N Y N
7 | ChoiceMail One N N N
8 | Spam Buster N N N
9 | Cloudmark Desktop Y N N
10 | Spam Agent Y N N
11 | iHateSpam Y Y N
12 | Mailwasher Pro Y Y N
13 | SpamKiller Y Y N
14 | Mailshell Anti-Spam Desktop (SpamCatcher) Y Y N
15 | SpamTitan N Y N
16 | SpamDrain Y N N
17 | SpamAssassin Y Y Y
18 | Kaspersky Anti-Spam N Y N
19 | Clear My Mail N N N
20 | Spamjadoo N N N
21 | AntispamServant N Y Y
22 | Spam Eliminator Y N N
23 | Spamweed Y Y N
24 | Spambully Y Y Y
25 | Zaep Antispam N N N
26 | Spamfighter Y Y N
27 | Allume SpamCatcher Y Y N
28 | AntiSpam Personal N N N
29 | Symantec Brightmail Antispam N Y N
30 | Symantec Premium Antispam N Y N
31 | GFI Mail Essentials N N N
32 | Spam Sleuth Enterprise Y Y N
33 | Xmicro AntiSpam Y N N
34 | Hexamail Guard Basic Y Y N
35 | Sophos PureMessage for Microsoft Exchange N Y N
Number of Filters That Support Functions in 19 19 3
The Column Heading

If users have no means to inform misclassification errors to a spam filter, it is likely that they feel that the spam filter
is restrictive, considering that the spam filter would make similar incorrect classifications repetitively (e.g., spam as
a legitimate e-mail and a legitimate e-mail as spam).

(2) Do spam filters provide functions for users to adjust filtration level of spam filters?

The second aspect of spam filters being examined is whether or not they allow firms or users to control the spam
filtering strength according to their individual preferences. Some spam filters allow users to set their own spam
filtering level which make spam control more flexible. Our focus here is whether a CIO has a means to respond to
the poor performance of a given spam filter. If too many spams are classified as legitimate e-mail, a CIO would
want to raise the filtration level. If too many legitimate emails are quarantined as spam, a Cl1O would want to lower
the filtration level. Fifty-four percent of the surveyed spam filters provide this function; 19 of them provide users
with a function to control the spam filtering level according to their individual preferences, while 16 of them do not.
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(3) Do spam filters provide users with a management report regarding the frequency of FN (false positive) and FP
(false negative)?

This aspect is about management reporting of spam filters on how effectively a given anti-spam filter works. In the
adoption stage of anti-spam filters, average filtration rate (i.e., spams filtered out of total spams) would be an
important factor. However, in the use stage, managers need to attend to the trend of FP and FN. Only nine percent of
the surveyed spam filters (three out of 35) provided users with a report regarding the statistics of FP and FN.

Discussion and Conclusion

This study reviewed interfaces of 35 filters from the aspects of restrictiveness and management reporting functions.
From the viewpoint of perceived restrictiveness, only 54 percent (19 out of 35) of spam filters provide functions for
users to report classification errors and to adjust filtration levels. Given that perceived restrictiveness influences
intentions to use a spam filter, spam filter developers need to consider providing these functions to reduce perceived
restrictiveness of a spam filter.

In terms of management reporting, only three spam filters (out of 35) provided some kinds of statistics about
misclassifications (e.g., frequency of FN and FP). As Cho and Kim (2011) suggested, managers need to monitor
performances of a given spam filter and to regularly make a filtration decision to serve users better. In this regard,
we recommend that spam filter developers include a function which provides statistics and trends of
misclassifications in a graphical format so that managers can make decisions based on the trend changes of
misclassification. For example, a sudden increase in false positives or false negatives may signal that a present spam
filter is performing poorly. In such a case, managers can review and adjust the current filtration level or review the
need for another spam filter.

This study assists practitioners and researchers in several ways. First, we provided a snapshot of 35 spam filters
available in the industry. This snapshot can be used a base for researchers to study interfaces of spam filters. Users
can include the three aspects discussed in this study as a part of selection criteria of spam filters in their organization.
Second, this snap shot highlighted the main areas requiring improvement. In our opinion, spam filter developers in
general seem to pay little attention on how IT managers should monitor and manage spam filters. Spam filter
developers can use this study to differentiate themselves from competitors by adding additional functionality (e.g.,
statistics of misclassification) to help IT managers to manage spam. Anecdotal evidence from an interview with a
university in the western part of North America suggest that management of spam filters is viewed as technical
staffs' job not as IT managers' job. As discussed in the introduction, considering that spam control failure is viewed
as IT security control failure, the authors argue that IT managers need to adopt the filtration trend as their regular
review item and that spam filter developers need to consider providing the functions discussed in this paper in order
to help IT managers to manage spam filters in an organization.
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